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Abstract A controlled deterministic secure quantum communication (CDSQC) protocol is proposed based on three-
particle GHZ state in X-basis. Only X-basis and Z1Z»Xs-basis (composed of Z-basis and X-basis) measurement are
required, which makes the scheme more convenient than others in practical applications. By distributing a random key
between both sides of the communication and performing classical XOR operation, we realize a one-time-pad scheme,
therefore our protocol achieves unconditional secure. Because only user with legitimate identity string can decrypt the
secret, our protocol can resist man-in-the middle attack. The three-particle GHZ state in X-basis is used as decoy
photons to detect eavesdropping. The detection rate reaches 75% per qubit.
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1 Introduction

Cryptosystem is the backbone of information security.
With the rapid development of quantum technology, es-
pecially the advent of quantum computation, the classi-
cal cryptosystem was unable to meet the security needs
of informationization. Therefore, quantum cryptosystem
which is based on quantum mechanics and aims to ex-
change information absolutely safe in theory has attracted
more and more attention.

In the past two decades, quantum secure commu-
nication developed rapidly. Quantum key distribution
(QKD)'=7 is one of the important braches in quantum
secure communication. Many scholars have studied QKD
and proposed some important ideas and protocols. For
example, in 1984, Bennett and Brassard™ proposed the
firss QKD scheme; later, in 2003, Deng and Long* gave
the idea of order rearrangement and presented the first
QKD protocol based on order rearrangement, which sup-
plies new method for improving communication security;
after a year, Deng and Long[® put forward the first two-
way QKD scheme; and Hwang!® proposed the first QKD
with decoy state; in 2008, Li et all” proposed a robust
QKD to collective noise , which make the QKD meets the
actual practical application better.

QSDC, =24 as another important branch in quantum
communication has been investigated by many groups in
recent years. QSDC is much different from QKD. In a
QSDC protocol, the secret information is transmitted in
quantum channel directly. There is no need to establish
a key first and encrypt the secret with the key. By far,
many important protocols have been proposed. In 2000,
Long and Liul® put forward the first QSDC protocol, in

which the secret message is transmitted directly. In 2003,
Deng et al.l”! published the famous two-step QSDC pro-
tocol (called two-step protocol). In the two-step protocol,
the way for designing the protocol for direct communi-
cation of secret message was given clearly and it pointed
out that QSDC should be performed with quantum data
block in the first time. In 2004, the first QSDC based
on a sequence of single photons (called DL04 protocol)
was given by Deng and Long.['%! In 2005, the first QSDC
protocol based on super-dense coding was developed by
Wang et al.'Y! In 2011, the first QSDC protocol based on
photonic polarization-spatial hyperentanglement was pre-
sented by Wang et al.l'¥ Meanwhile, many interesting and
valuable QSDC scheme with special characteristics were
published. Wang et al.'?! proposed a QSDC scheme us-
ing multi-particle entanglement. Li et al!' presented a
QSDC protocol with quantum encryption. Gu et al. put
forward a robust QSDC protocol based on a quantum one-
time pad over a collective-noise channell*® and a two-step
QSDC scheme with hyperentanglement.[*9! Liu, Chen, and
Jiang['™) proposed a high-capacity QSDC scheme with sin-
gle photons in both polarization and spatial-mode degrees
of freedom. Sun et al.'8) developed a QSDC scheme with
two-photon four-qubit cluster states. Ren et all*?) pub-
lished a robust QSDC protocol based on the spatial-mode
entanglement of two-photon systems. Zhang et al.2!) pre-
sented a QSDC protocol with four-qubit cluster states.
Chang et al.?? put forward a QSDC protocol with single
photons and authentication.

Another class of quantum communication protocols
used to transmit a secret message is called determinis-
tic secure quantum communication (DSQC).[25=3% Cer-
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tainly, the receiver can read out the secret message only
after he exchanges at least one bit of classical informa-
tion for each qubit with the sender in a DSQC proto-
col, which is different from QSDC. DSQC is similar to
QKD, but it can be used to obtain deterministic infor-
mation, not a random binary string. In 2005, Gao et
al.!?®! presented a DSQC scheme with GHZ states and
swapping quantum entanglement. Man et al.l?% also de-
veloped a DSQC protocol based on swapping quantum
entanglement of Bell states and local unitary operations.
Shaari et al.?”) proposed a two-way deterministic protocol
for quantum communication using six mutually unbiased
states in the Poincare sphere. Li et al.l?®! proposed two
DSQC schemes, one based on pure entangled states and
the other on d-dimensional single-photon states. Huang et
al.13% presented a DSQC scheme with collective detection
using single photons.

Controlled quantum secure direct communication
(CQSDC)B1=39 is a new concept different from QSDC.
In this circumstance, except for the sender and the re-
ceiver, there is still at least one controller. Only with the
permission of controller can the receiver read the secret
from the sender. By far, there are several schemes for
CQSDC with GHZ states have been proposed, even with
GHZ-like states. In 2006, Man et al. developed a bidirec-
tional CQSDC scheme with GHZ state.l3!] Man’s scheme
can exchange four bits of information (two from Alice and
two from Bob) in all, however, in 2013, Liu et al.3? found
that three bits are leaked out unintentionally (without any
active attack) and only 1 (—log(1/2) = 1) bit of informa-
tion is secretly kept. In 2013, Ye et al.l33 put forward two
approaches to improve Man’s protocol. One is to modify
the encoding rule of Man’s protocol. The other is to use
a Bell state as the quantum resource instead of a GHZ
state. Wang et al.l¥ proposed a one-way dense coding
scheme for CQSDC with GHZ state. In Wang’s proto-
col three bits of secret message are transmitted, however,
in 2010, Gao et all3®! found that Wang’s protocol could
not defend correlation-elicitation (double-CNOT) attack
and the receiver can illegally obtain 33.3% of the sender’s
secret without any controller’s permission. Gao et al.
also proposed an improved protocol for Wang’s protocol
by introducing an additional random sampling to avoid
the weakness. Though Gao’s improvement overcomes the
information leakage problem, the qubit efficiency is de-
creased, due to the introduction of an additional random
sampling.[*6] In 2011, Kao et al.l*fl overcome the infor-
mation leakage problem by introducing the base changing
technique to the random sampling in Wang’s protocol and
provide better qubit efficiency. Dong Jian et al.37) pre-
sented a multiparty CQSDC scheme based on GHZ state
and teleportation. In Dong Jian’s protocol, secret mes-
sage of d-dimensional is transmitted through teleporta-
tion and some measurements, such as d-dimensional Bell
state measurement (DBM) and X-basis or Z-basis mea-
surement. Dong Li et al[®8 also presented a one-way
three-party CQSDC protocol with GHZ-like state by us-
ing controlled quantum teleportation. Dong’s protocol is

tolerant of some noise effects and is feasible by using the
present optical technique because of imperfect Bell-state
measurement based on Bell-state analyzer of Bouwmeester
et al.l* Li et al.39 proposed an experimentally feasible
protocol for implementing controlled dense coding by us-
ing a three-atom GHZ-type state in cavity quantum elec-
trodynamics (QED).

Though the above protocols exhibit significant advan-
tages in theory, they need to perform one or several kinds
of measurements with certain difficulty in technology, such
as three-particle or multi-particle GHZ state measure-
ment, imperfect Bell-state measurement, d-dimensional
Bell state measurement (DBM), or the combination of one
of above measurements with X-basis and Z-basis measure-
ment, which increase the difficulty of realization. Further-
more, for lack of identity authentication, the above pro-
tocols may be threatened with man-in-the middle attack.
We proposed a controlled deterministic secure quantum
communication (CDSQC) protocol based on three-particle
GHZ state in X-basis. In our protocol, only X-basis and
71 Z5 X3-basis (composed of Z-basis and X-basis) measure-
ment is needed; therefore our protocol is easier to imple-
ment. Besides, by distributing a random key between both
sides of the communication and performing classical XOR
operation, we realize a one-time-pad scheme, therefore our
protocol achieves unconditional secure. Because only le-
gitimate user with correct identity string IDp can recover
Cs and decrypt the secret, our protocol can resist man-
in-the middle attack. The three-particle GHZ state in
X-basis is used as decoy photons to detect eavesdropping.
The detection rate reaches 75%.

2 Description of Protocol

In classical cryptography, it is generally accepted that
the Vernam cipher (one-time pad)7[41] which utilizes a pre-
viously shared secret key to encrypt the message transmit-
ted in the public channel, is the only cryptosystem with
proved security.*?! In 2002, Leung!*3! firstly proposed and
analyzed a quantum analog of the Vernam cipher (quan-
tum one-time pad). The quantum Vernam cipher may
also be called quantum Vernam algorithm and it is simi-
lar to the classic Vernam algorithm. But it is not limited
by the so-called “one-time” characteristic which is neces-
sary in the classic Vernam algorithm for its security. Ac-
tually, in some quantum Vernam algorithms the shared
key between communicators might be employed repeat-
edly since its quantum nature.[**] The advantage of the
quantum Vernam algorithm is apparent because the dif-
ficulty of the key management in the quantum Vernam
algorithm goes away. In addition, the quantum Vernam
algorithm can encode quantum messages as well as classic
messages, and the optimal length of the key may be the
same as the plaintext.[*4

Now let us briefly describe the three-particle GHZ
state in X basis and quantum one-time pad protocol. We
suppose that the sender, Alice, transmits her secret mes-
sage to the legitimate receiver, say Bob. But Bob could
not read out the message without the permission of the
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controller, say Charlie. Bob has the secret N-bit string
IDp representing his identity. Alice shares IDg. Suppose
that Alice’s secret message is a series of classical 0 or 1
numbers in order, called M.

Step 1 Alice prepares N ordered three-particle GHZ
states in X basis used to transmit secret information, each
of which is in the state:

1
Iw>:27§(l+ + )+ - =+ )= = H)es. (D)

The ordered |i) state sequence is expressed as {[P;
(1)7 P1(2)’P1(3)]7 [P2(1)7P2(2)7P2(3)]7 RS [PN(]-)v-PN(2)7
Py (3)]}. Alice takes photons 1 from each state to con-
struct S; sequence, which is an ordered photon sequence:
{P1(1), P»(1),...,Pn(1)}; the remaining photons 2 and
3 construct S; and S3 sequences respectively, which are

ordered photon sequences: {P;(2), P»(2),...,Pn(2)} and
{P1(3), P2(3),...,Py(3)}. It is similar with the block
[45]

transmission technique first proposed by Long and Liu,
which realizes efficient quantum communication.

Step 2 According to ID g, Alice performs one of the two
unitary operations,

I=]H){H+ = U=ioy = [H) (== [=)], (2)
on photons 3 in S5 sequence and gets Ssy. The rule is
that, if IDp is “0” (“1”), she performs operation! (U) on
photon 3.

Step 8 Alice prepares another two M ordered |¢) states
used as decoy photons. The ordered |¢) states are denoted
as {Tl(l),T1(2),T1(3),T2(1),T2(2),TQ(S), PN ,TM(l),TM
(2),Th(3)}, termed as St sequence. The decoy photons
technique comes from the works by Li et al.[46—47]

Step 4 Alice randomly mixes the two St to Se and Sspy
respectively (forms S5 and S%;;). Only Alice knows the
positions of these decoy photons in S5 and in S%;,. Then,
Alice transmits S5 and S%;; to Bob and Charlie respec-
tively.

Step 5 After Alice has confirmed that Bob and Char-
lie have received photons successfully, Alice publishes the
positions two St in S5 and S%;; respectively. According
to the positions Alice published, Bob and Charlie extract
the two Sy from S} and S%;; respectively. Bob and Char-
lie perform three single-qubit measurements Z;Zs X3 on
the St extracted respectively. In the ideal cases, every
result should be in one of the four [00+) [11+), |00—),
[11—) states with equal probability. If the error rate is
low enough it means no eavesdropping exists. In this con-
dition, the communication goes on. Otherwise Bob or
Charlie interrupts it.

Step 6 If Charlie allows Bob recover the secret message,
Charlie measures photons in Ssy sequence with X-basis
in order; if state |[4) is denoted as “0” and |—) as “17,
Charlie can get a series of classical numbers C5yy in order;
Charlie publishes Csy.

Step 7 Bob measures photons in Sy sequence with X-
basis in order. According to the rule: “0” expresses states
|[+) and “1” denotes |—), he gets an ordered classical num-
bers sequence Cs. Bob and Charlie publicly announce

which photons in Sy and Ssy they lost respectively. Al-
ice, Bob and Charlie make their phones (S7, S2 and S3p)
one-to-one matching by discarding the one-to-one photons
not received by anyone. For instance, if Bob loses the sec-
ond photon in Sy, then Alice discards the second in S
and Charlie discards the second in Ssy.
Step 8 Alice measures the remaining photons in S; in or-
der with X-basis and constructs an ordered classical num-
bers sequence C. It is similar to the delayed measurement
technique in Ref. [48]. On assumption that the number of
bits in Cy is Ny, Alice takes the first Ny bits from secret
message M (called M7) and encrypts it with C; bit by bit
using XOR operation (M; XOR C; — C). Then Alice
publishes C.
Step 9 Bob recovers C3 according to C3y and IDg. Be-
cause the operation U flips the state in X-basis, as
U) ===, Ul=)=I[+. 3)

Therefore, if the bit of IDg is “1”, the one-to-one bit of
Cj5 can be obtained by performing logical negation on the
one-to-one bit of C37(C3 = C3yy); if the bit of IDg is “07,
the one-to-one bit of Cj is equal to the bit of C3y. There-
fore, if Bob is not a legitimate user, he can not recover
Cs.
Step 10 According to C3, Bob decrypts C with Cy bit by

bit using XOR operation. We denote the possible states
of S1, So and S5 as

S1 Sy 53
+) 1+ 1)
+) =) =) (4)
=) ) 1=
=) =) 1

Obviously, if the photon 3 is in state |+), the state of
photon 1 is the same with the state of photons 2; if the
photon 3 is in state |—), the state of photon 1 is quite op-
posite to the state of photons 2. Therefore, if the bit of C3
is “0”, the bit of C5 is equal to the one-to-one bit of Cf;
otherwise the bit of C5 is opposite to the one-to-one bit of
C1. Thus, to read out the secret message M7, if the bit of
Cs is “0”, Bob gets M; by performing Cy XOR C' — Mj;
if the bit of C3 is “17, Bob gets M; by performing Cy XOR
C — Ml.

3 Security Analysis

The security of the protocol is mainly guaranteed by
the eavesdropping detection strategy based on

1
=575

state and the identity string IDp. If the receiver does
not know IDp (which means he is not a legitimate user),
he can not recover Cs in step 9 (which means he cannot
decrypt the secret message), therefore, the protocol will
not be threatened by man-in-the-middle attack. Next we
analyze the eavesdropping detection rate of the protocol
and how the protocol resists some common attacks in con-
trolled protocols, such as attack from the receiver, attack

(4 + )+ 1+ = =)+ =+ =)+ = +))123
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from the controller, and attack from the external eaves- pure states uniquely determined by unitary operation FE.
dropper. The security of IDp is analyzed. The effect of The initial state
noise is considered. )=

2\f

can be re-represented as:

(++ H)++ = =) F= + =)= — +))123
3.1 Analysis of the Eavesdropping Detection Rate

In the protocol, [¢) states are used as decoy photons

to detect eavesdropping. Because the positions of decoy [¢)= ([+++H)+H+ = =)+ =+ =)+ —+))i2s
photons are secret, Eve can not discriminate between de- 2\[
coy photons and information photons (photons in S; and _ 1 i 0) +[1)); ® L 0) & 1))+
in S3). According to Stingspring dilation theorem, Eve’s 2v/2 2(| )+ f(| ) D:l+)s
eavesdropping can be implemented by a unitary opera- 1
tion E acting on a bigger Hilbert space Hio3 ® Hg. The + 72(|0> +Hh e 7(‘0> 1))2]-)s
eavesdropping can be represented as: 1

B [Hla)s = alH)lwo) s + bl -ar) s #7500 =11 @ 70 + D)2l

E@|=)|z)e =m[+)lyo)s +nl-)ly1)e, 1 1

- _ o +==(10) = [1)1 ® —=(10) = [1))a]+)s]

®[0)|z) e = cl0)|z0) & + d|1)|z1)E , V2 V2
E®1xE:e() UOE+f1 V1)E - 5 1
_ 1] > - 1021v0) 1] > ( ) = ——=(|004+)+[114)+|00—) + [11—))123 . (6)
Here |z)g is the initial state of Eve’s auxiliary particle 2v2
and a?2 +b0> =1, m24+n2 =1, +d?>=1,e>+ f2 =1. After Eve’s eavesdropping, the combined system
lz0)E, 1) B [Y0)E, [Y1)Es |20)E, [21)E, [V0)E, |01)E are | changes to:
1
Wive=EQERE® [Tﬁ(|0mox+x>+|1x1x + 2)+|020z — @) + |1zlz — )10
1
= —=(cl0z0) + d121)) ® (c|0z0) + d[121)) ® (al+z0) + b|—71))

2v/2

+ (e]0vo) + f[lv1)) @ (e|Ovo) + f[lv1)) @ (al+xo) + bl—z1))
+ (€|0z0) + d[121)) ® (c[020) + d[121)) ® (m|+yo) + n|=y1))
+ (e[0vo) + f[1v1)) @ (e|Ovo) + fl1v1)) @ (m|4yo) + nl—y1))]

1
= ——(c%a|020020 + x0) + dea|1210z0 + x0) + cda|0zo121 + x0) + d*allz112; + x0)

2v2

+ 62b|020020 — 1) + dcb|121029 — z1) + ¢db|0z012z1 — 1) + d2b|121121 — 1)

+ e2a|0vg0vg + x0) + feallv10vg + x0) + efal0voluy + xo) + f2a|lvy1vg 4 o)

+ €%b|0vo0vy — x1) + feb|1v10vg — 1) + efbl0vglvy — 21) + f2b|1v11vy — 1)

+ ¢*m|0200z0 + yo) + dem|121020 + yo) + cdm|0z9121 + yo) + d?m|1z112; + yo)

+ ¢?n)020020 — y1) + den|121020 — y1) + cdn|0z121 — y1) + d®n|lz112 — y1)

+ 2m|0vg0vg + o) + fem|1v10vy 4+ yo) + efm|0voluy + o) + F2m|lvi1vy + yo)

+ 2n|0ve0vg — y1) + fen|lvi0vy — y1) + efn|Ovolvy — y1) + f2n|lvilvy — 1)) . (7)

Obviously, after Bob (Charlie) receives Sy’ (S3y’) (mixture of Sy (S3y) and St (St)), Bob (Charlie) extracts St
and performs three single-qubit measurements Z; Z5 X3 on St. The probability without an eavesdropper is:

1
p([YE)) = §(|02a|2 +[e*al® + |*m|* + |®m|* + |d®al® + | f2al® + [d*m|* + | f*m|?
+1c®b)% + €262 + |*n|* + [€2n)? + |d®b]? + | f20)* + |d*n| + |f?n]?). (8)

Suppose a2 =m?2 =c? =e?2 =5, 02 =n? =d* = f? =1t, | eavesdropping is:

then 1
0=1—p(|¢E>):1—52+5—§’ (10)

which can also be seen as the lower bound of the detection
rate of each qubit eavesdropped:

p([YE)) = 1(5 + 75 4 7t +17). (9)

Because a®> +b2 =1, m?>+n?=1,c2+d*> =1, and
e+ f2 =1, p(|Yr)) = (1/2) (25> — 2s + 1) can be ob-

1
tained. Therefore, the error rate of each qubit because of diow =1 —p([¢p)) =1 — 5% 45— 5 (11)
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According to the theory of von Neumann entropy, the
maximum amount of information contained in qubit |0)
or |+) is termed as:

I = —slogy s — (1 — s)logy(l —s) = H(s), (12)

and the maximum amount of information contained in
qubit |1} or |—) is termed as:

I = —tlogyt — (1 —t)logy(1 — t) = H(t). (13)

For a qubit transmitting in quantum channel, it will
be in |0)(]+)) or |1)(|—)) state with equal probability
(p = 0.5), therefore, the total information that Eve can
eavesdrop in a qubit will be:

1= S(I+ 1) = 3[H(s) + H(0)] = H(s).

According to formula (11) and formula (14), we cal-
culate that, when I = 1, djow = 0.75 is obtained. Also
o = 0.75 can be obtained.

That is, the detection rate is more than 75 %, when
Eve eavesdrops on the information contained in a qubit.
Compared with Ref. [49], a novel detection strategy based
on Bell states, in which the detection rate reaches 50 %,
our detection rate has raised 25 %.

(14)

3.2 Receiver Attack

As a receiver, Bob cannot read out secret message
without Charlie’s permission. If Charlie does not allow
Bob to obtain secret message, he will not publish Csy.
Without Csyr, Bob can not recover C's. Then, he does not
know what he should do to decrypt C (performing XOR
with Cy or with C_'g). Therefore, he cannot get secret mes-
sage.

3.3 Controller Attack

As a controller, Charlie cannot get any secret message.
Before Alice sends S3 sequence to Charlie, Alice performs
operations I or U on photon 3 according to IDp. Because
Charlie does not know IDpg, he cannot get the right Cs
by performing X-basis measurement on photons in Ssy.
Therefore, he cannot deduce the right relationship be-
tween the one-to-one bits of C; and Cy. When Alice pub-
lishes C' (M; XOR (), he cannot get M; through C' and
Cs.

3.4 External Eavesdropper Attack

As an external eavesdropper, Eve cannot get secret
message. In the process of information transmission, Al-
ice measures photons in S; with X-basis in order and con-
structs an ordered classical numbers sequence Cy. Accord-
ing to the uncertainty principle of quantum, C is a real
random number, which is used as a one-time-pad to en-
crypt secret message by using XOR operation. C; is not
known by anybody except Alice, and it also cannot be
deduced by using any classical information already pub-
lished without the cooperation of Bob and Charlie, which
ensures the security of the protocol.

In intercept-resend attack, when Alice sends particles
to Bob, Eve intercepts some particles; Eve measures these
particles and resends them to Bob. Eve intents to obtain
some information by performing intercept-resend attack.
In this protocol, if Eve has intercepted some particles, Eve
has a 25% chance to guess right the intercepted particle is
not decoy particle and a 75 % chance to guess wrong. If
Eve guesses wrong, she cannot obtain any secret message
contained in one qubit and is sure to be found. If Eve
guesses right, Eve will have a 50 % chance to choose the
correct basis to measure the particle. However, because
Eve does not know ID g, when Charlie publishes Cs5y7, Eve
can not recover C3. Therefore, Eve does not know what
he should do to decrypt C. Eve has a 50% chance to guess
right the bit value of C3, therefore, in this case, Eve has
a 6.3 % (25 % x50 %x50 %) chance to know the secret.

3.5 The Security of IDp

IDp is shared by Alice and Bob previously. They can
be shared by executing QKD protocol; therefore the QKD
protocol can guarantee the security of IDg in the pro-
cess of quantum key distribution. In the process of secret
transmission in our protocol, IDg will not be delivered in
classical channel in any form; they will be transmitted un-
conditional secure in quantum form under the protection
of quantum mechanics. Therefore, in the process of secret
transmission, IDg will be safe. The only unsafe factor
is the improper storage of Alice and Bob. Thus, without
considering the unsafe factor of improper storage, ID g can
be reused unconditional safe.

3.6 The Influence of Noise

Obviously, our protocol is secure in ideal cases. How-
ever, noises might appear in all of quantum preparation
setups, quantum channel and measurement equipments.
Therefore, to protect our protocol from noise, we can add
the process of error-correcting code (ECC) in our protocol.
Alice and Bob can select an [s, n] error-correcting codel®l
which uses s bits codeword to encode n bits word using
generator matrix G(z™) and can correct ¢ codeword error
bits with the error-correcting function D(y*).

4 Conclusion

In summary, the different CDSQC protocol based on
three-particle GHZ state and quantum one-time-pad is se-
cure in both ideal cases and noisy cases. Charlie, as the
controller, decides whether Bob, the receiver, can read out
the secret message by using photon 3 in each three-particle
GHZ state in X-basis as his permission. But Charlie can-
not get the secret message under any circumstances, be-
cause before Alice sends photon 3 to Charlie, she performs
the unitary operation I(U) on photon 3 according to ID g,
while IDp is secret to Charlie. The classical XOR oper-
ation serving as a one-time-pad is used to forbid exter-
nal eavesdroppers and Charlie to eavesdrop. The three-
particle GHZ state in X-basis is used as decoy photons
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to detect eavesdropping. The detection rate reaches 75%
under the condition of full information in one qubit leaked

out.

If the eavesdropper performs intercept-resend attack,

he only has 6.3 % chances to know the secret.
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